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Good afternoon, MITCIRN participants!
Welcome to your weekly MITCIRN brief, with relevant identity theft news and MITCIRN updates.
It's a busy week at MAC as we prepare for next week's MITCIRN Advanced Training & Network Launch!
There are only a few spots left and registration closes tomorrow, so be sure to register today if you
haven't already! We would really like to see you there.
If you have something you’d like to include in next week’s brief, send me an e-mail and I’ll be sure to
include it. You can also contact the ListServ directly with news or questions by e-mailing
mitcirn@npogroups.org.
Happy Thursday!
Julia Tindell
Program Coordinator
julia@mnallianceoncrime.org
612-940-8090 ext. 103

Evaluations
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5/1/2018

MN Alliance on Crime Mail - MITCIRN Brief: Tomorrow is the Last Day to Register for the Launch!

On Monday we sent out a request for participants to complete an evaluation of our work, with a reminder
sent out yesterday (Wednesday). Please take a moment to complete this evaluation, as the results will
help us to ensure that our work is meeting the needs of network participants. Thank you!

Identity Theft in the News
Minnesota guardsmen are being targeted by identity thieves who are using their pictures and information
to commit romance scams. (MPR, Dan Gunderson, 4/3/18) The guard now has a public affairs staffer
regularly scanning Facebook for the stolen identities of its leaders.

Legislative Updates
Neither HF 3480 / SF 3459, nor HF 3517 / SF 2593, were acted upon favorably by the second deadline in
the Minnesota legislature, meaning they are unlikely to move forward this session. We'll continue to keep
an eye on them in case anything changes and keep you informed.

Upcoming Events
Southeast Minnesota Scam Jam
Wednesday, May 2nd, 2018
Shredding 7:30 AM - 9:00 AM, Program 9:00 AM - 12:00 PM
Co-hosted by AARP (a MITCIRN partner) and the Better Business Bureau, this will be an exciting
community outreach event. Vendors welcome, register here! Now including a session for attendees to
shred important documents. Download the event flyer for more details, and please share with your
community!
World Elder Abuse Awareness Day: Bridges of Minnesota
Wednesday, June 13th, 2018
8:00 AM - 4:00 PM
Earle Brown Heritage Center
This conference is directed towards professionals who work with older and vulnerable adults. This
includes Adult Protection Services, State Agencies, Non-Profits Organizations, Attorneys, Social
Workers, representatives from the Criminal Justice System, Law Enforcement, Long-term Care Providers,
and more. There are many ways for MITCIRN participants to sign up for or support this wonderful event,
including registering to attend, sponsorship opportunities, vendor opportunities, and nominating an
advocate for the Jane Ochrymowycz Award for Advocacy.
Visit the registration page for details.
E-mail Julia if you have any events you'd like to share with MITCIRN participants.

National Crime Victims Rights Week - April 8-14
NCVRW is next week! Can you believe it? Find below some resources for planning a local event:

MAC's NCVRW Fact Sheet
OVC Resource Guide

Also join us for MAC's NCVRW event... the MITCIRN Advanced Training & Network Launch!

https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=VWMnsm10n_o.en.&cbl=gmail_fe_180424.06_p4&view=pt&msg=162969b61b4ed457&q=mitcirn%20b
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MITCIRN Updates: Advanced Training & Network Launch
We now have a detailed agenda available for this training! Click here to download the agenda or go to the
registration page to learn more about the presenters... and sign up for the launch and training, of course!
3.0 CLE credits and 3 POST credits have been applied for.

There are only 6 spots left, and registration closes tomorrow!
Tabling & Material Distribution
Would your organization like to table at the launch, or otherwise make materials available to attendees?
Contact me today to make arrangements!

Register Today!

Did someone forward you this e-mail?
MITCIRN is a network that brings together partners from community advocacy organizations,
victim/witness programs, law enforcement, county prosecutors, public defenders, government agencies,
and other organizations/agencies across the state who are dedicated to improved access to supportive
services for victims of identity theft and cybercrime. We meet quarterly to discuss emerging research,
engage in training opportunities, share resources, and advance statewide efforts to combat identity theft
and support victims through targeted committee work. You can learn more about us at our website and
sign up to participate in the network by clicking the button below!

Sign Up for MITCIRN Today!

The Minnesota Alliance on Crime connects systems, service providers, and victims to advance the
response for victims of all crime. MAC is a membership coalition of 85 crime victim service organizations
in Minnesota, including prosecution-based victim/witness programs, community programs, law
enforcement agencies, and individuals committed to supporting crime victims. We support our
membership through training, technical assistance, resources, public policy and legislative initiatives, and
networking opportunities.
For more information about MAC, go to www.mnallianceoncrime.org.
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Good afternoon, MITCIRN participants!
Welcome to your weekly MITCIRN brief, with relevant identity theft news and MITCIRN updates.
Wow, what a week! Yesterday was the MITCIRN Advanced Training & Network Launch. It was a truly
incredible day. 40 of you joined us for the meeting and training, leading to incredible conversations in our
committee meetings and an exciting afternoon of training.
I'd like to take this opportunity to once again thank the presenters for sharing your knowledge with us, the
committee chairs for your extraordinary leadership, Bobbi and Danielle for your support at every step of
the way, our partnering organizations for your guidance and hard work helping to prepare for this event,
and every single one of the participants who showed up and participated. It was truly a wonderful launch!
I'm thrilled to share with you that registration is already open for our July Network Meeting & Advanced
Training. Register here today!
If you have something you’d like to include in next week’s brief, send me an e-mail and I’ll be sure to
include it. You can also contact the ListServ directly with news or questions by e-mailing
mitcirn@npogroups.org.
Happy Thursday!
Julia Tindell

https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=VWMnsm10n_o.en.&cbl=gmail_fe_180424.06_p4&view=pt&msg=162bb03f08fb4c2e&q=mitcirn%20brie
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Program Coordinator
julia@mnallianceoncrime.org
612-940-8090 ext. 103

Join a Committee
Did you miss the network meeting, or miss out on putting your name down to join one of the committees?
When you join a committee, you'll be invited to participate in monthly conference calls where you'll work
to address the goals discussed by the committees at the network launch. We'll also convene the
committees at quarterly meetings for in person networking and committee work.
E-mail Julia today and we'll add you to the committee ListServ! Committee details below:
Victim Services Committee
Chair: Carolyn Bryant, Office of Justice Programs
The Victim Services Committee will focus on victims’ access to services, assessing existing services and
identifying gaps such as lack of support, insufficient training for professionals, barriers to partnership in
local communities, and limited resources. The committee will strategize to solve these problems using
available resources, or will identify the resources needed to move forward with solutions.
Community Outreach Committee
Chair: Barb Hedstrom, Shakopee Police Department
The Community Outreach Committee is dedicated to planning and implementing strategies for
community outreach to increase public knowledge of things such as: methods for identity theft and
cybercrime prevention; available resources for victims; strategies for data breach response; and other
subjects that will help to strengthen Minnesota’s capacity to prevent and respond to identity theft and
cybercrime.

Identity Theft in the News
An accountant at House of Charity, a homeless shelter in Woodbury, stole 300 identities and used
the personal information to buy merchandise, withdraw money from bank accounts, and apply for
credits cards. (Twin Cities Pioneer Press 4/5/18)

Marion Polk, a victim of identity theft in Houston, sought support from an investigative journalist to
stop debt collectors from continuing to call her. This video includes an interview with Marion and is
a good example of the labor that goes into responding to identity theft. It's also an interesting case
of a victim turning to reporters rather than local investigators. (ABC 13 4/11/18)

This article breaks down identity theft protection services and asks: are they worth it? (Kiplinger
4/4/18)

Mark Zuckerberg believes artificial intelligence can stop identity theft on Facebook. (Washington
Post 4/11/18)

AARP posted some valuable information about the new Medicare cards, which were discussed
during the panel on medical, criminal, and child identity theft yesterday. (AARP 3/1/18)
HawaiiNewsNow covered a concern mentioned in the panel, explaining that scammers are
targeting elders by calling, e-mailing, and texting them to tell them they have to pay for their new
card or lose benefits, and/or asking for PII. (HawaiiNewsNow 4/10/18)
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Upcoming Events
Southeast Minnesota Scam Jam
Wednesday, May 2nd, 2018
Shredding 7:30 AM - 9:00 AM, Program 9:00 AM - 12:00 PM
Co-hosted by AARP (a MITCIRN partner) and the Better Business Bureau, this will be an exciting
community outreach event. Vendors welcome, register here! Now including a session for attendees to
shred important documents. Download the event flyer for more details, and please share with your
community!
World Elder Abuse Awareness Day: Bridges of Minnesota
Wednesday, June 13th, 2018
8:00 AM - 4:00 PM
Earle Brown Heritage Center
This conference is directed towards professionals who work with older and vulnerable adults. This
includes Adult Protection Services, State Agencies, Non-Profits Organizations, Attorneys, Social
Workers, representatives from the Criminal Justice System, Law Enforcement, Long-term Care Providers,
and more. There are many ways for MITCIRN participants to sign up for or support this wonderful event,
including registering to attend, sponsorship opportunities, vendor opportunities, and nominating an
advocate for the Jane Ochrymowycz Award for Advocacy.
Visit the registration page for details.
E-mail Julia if you have any events you'd like to share with MITCIRN participants.

MITCIRN Updates
July Network Meeting & Advanced Training
Tuesday, July 17, 2018, 9:00 AM - 4:30 PM
Wilder Foundation (451 N Lexington Pkwy, St. Paul, MN 55106)
Hotel and lodging reimbursements are available for attendees traveling 45+miles one way.
Training currently planned:

Jen Fox, Director of Consumer Outreach and Community Relations, Department of Commerce:
Jen will speak about the work happening at the Department of Commerce, including
investigations that happen within the department, and will share resources.

Assistant U.S. Attorney Tim Rank, Criminal Division: Fraud and Public Corruption Section, U.S.
Attorney's Office: Tim will present on The Electronic Communications Privacy Act (18 U.S.C.
§2510) & Computer Fraud and Abuse Act (18 U.S.C. §1030).

Pauline Sager (Investigative Aide, Eden Prairie Police Department) and Susan Krum (Senior
Assistant County Attorney, Hennepin County): Pauline and Susan will discuss how they came up
with the Hennepin County Identity Theft Resource Guide for victims, and will provide insights as
to how other counties can do similar work to reduce the work victims have to do when reporting to
law enforcement about identity theft.

Cybercrime Panel: feat. Christophe Veltsos, CISSP, CISA, CIPP, Professor at Mankato State
University
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CLE and POST credits will be applied for.

Register Today!

Did someone forward you this e-mail?
MITCIRN is a network that brings together partners from community advocacy organizations,
victim/witness programs, law enforcement, county prosecutors, public defenders, government agencies,
and other organizations/agencies across the state who are dedicated to improved access to supportive
services for victims of identity theft and cybercrime. We meet quarterly to discuss emerging research,
engage in training opportunities, share resources, and advance statewide efforts to combat identity theft
and support victims through targeted committee work. You can learn more about us at our website and
sign up to participate in the network by clicking the button below!

Sign Up for MITCIRN Today!

The Minnesota Alliance on Crime connects systems, service providers, and victims to advance the
response for victims of all crime. MAC is a membership coalition of 86 crime victim service organizations
in Minnesota, including prosecution-based victim/witness programs, community programs, law
enforcement agencies, and individuals committed to supporting crime victims. We support our
membership through training, technical assistance, resources, public policy and legislative initiatives, and
networking opportunities.
For more information about MAC, go to www.mnallianceoncrime.org.

Minnesota Alliance On Crime | 1 W. Water St., Ste. 260, St. Paul, MN 55107
www.mnallianceoncrime.org
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Good afternoon, MITCIRN participants!
Welcome to your weekly MITCIRN brief, with relevant identity theft news and MITCIRN updates.
Evaluations are in from the MITCIRN Advanced Training and Network Launch! We are so thankful for all
of the feedback we've received. I want you to know that we hear you loud and clear and have a meeting
scheduled with the MITCIRN partners for next Thursday to discuss successes and potential
improvements. Some of the fixes are easy (e.g. I promise you the next meeting will have tables, and our
graphics will have clear information about registration vs. start time). Some of them require a little bit
more attention (e.g. ensuring our goals are clearly communicated and that we're building something truly
helpful to participants rather than simply duplicating efforts).
If you didn't get a chance to evaluate the training and you'd still like us to consider your feedback, you
can follow this link to complete the evaluation today.
Registration is already open for our July Network Meeting & Advanced Training, but please know that we
are working on some changes already. We will be sure to notify you of those changes as soon as they're
solidified. Register today to be sure you don't miss out!
If you have something you’d like to include in next week’s brief, send me an e-mail and I’ll be sure to
include it. You can also contact the ListServ directly with news or questions by e-mailing
mitcirn@npogroups.org.

https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=VWMnsm10n_o.en.&cbl=gmail_fe_180424.06_p4&view=pt&msg=162da691fe847d89&q=mitcirn%20br
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Happy Wednesday!
Julia Tindell
Program Coordinator
julia@mnallianceoncrime.org
612-940-8090 ext. 103

Identity Theft in the News
The House Committee on Ways and Means approved H.R. 5437 on Wednesday, April 11th,
legislation proposed by MN Congressman Erik Paulsen designed to reduce the risk of identity
theft by expanding the IRS' Identity Protection PIN (IP PIN) program.

A Minnesota woman wanted in connection with her husband's death is now charged with killing a
Florida woman who resembled her and stealing the woman's identity as she eluded authorities.
The police released a video of the woman Wednesday, which you can view on the Washington
Post website (4/17/18). You can read about this case in the Twin Cities Pioneer Press (4/13/18) or
PEOPLE Magazine (4/16/18), and a number of other sources are covering this high profile case.

An opinion piece was published in ABC Australia on 4/5/18 in which the authors claim that
domestic violence and online romance scammers use similar psychological tricks. Interesting
article sent in by a MITCIRN participant!

Consumer Reports posted this blog post covering why child identity theft is a growing concern
during tax season. (4/12/18)

Mastercard has filed for a patent to employ a Blockchain system to keep fraudsters from carrying
out identity theft schemes. (Cryptovest 4/16/18)

Security Boulevard published an article connecting cybercrime to the rise of cryptocurrencies with
a focus on Blockchain infrastructure use. (4/18/18)

Credit.com released recommendations on what a victim should do if they're a victim of student
loan identity theft. (4/18/18)

Facebook recently identified and removed 120 cybercrime groups with 300,000 members.
(Security Boulevard 4/18/18)

Upcoming Events
8th Annual Financial Capability Roundtable
Wednesday, April 25th, 2018
9:00 AM - 12:30 PM
Hosted by the MN Department of Commerce, this event will feature keynote speaker Nancy Carlson.
Nancy is an accomplished children’s author and illustrator, and her books include “Start Saving Henry,”
which teaches the basics of wants versus needs when it comes to saving for a big purchase. Nancy will
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also share her personal story of financial hardship and lessons learned that will help to guide the
morning’s conversation. The MN Department of Commerce will also host an expo to promote networking
and allow organizations to showcase their financial capability work. If you would like to have a table at the
expo, please contact Jen Fox at jennifer.fox@state.mn.us.
Southeast Minnesota Scam Jam
Wednesday, May 2nd, 2018
Shredding 7:30 AM - 9:00 AM, Program 9:00 AM - 12:00 PM
Co-hosted by AARP (a MITCIRN partner) and the Better Business Bureau, this will be an exciting
community outreach event. Vendors welcome, register here! Now including a session for attendees to
shred important documents. Download the event flyer for more details, and please share with your
community!
World Elder Abuse Awareness Day: Bridges of Minnesota
Wednesday, June 13th, 2018
8:00 AM - 4:00 PM
Earle Brown Heritage Center
This conference is directed towards professionals who work with older and vulnerable adults. This
includes Adult Protection Services, State Agencies, Non-Profits Organizations, Attorneys, Social
Workers, representatives from the Criminal Justice System, Law Enforcement, Long-term Care Providers,
and more. There are many ways for MITCIRN participants to sign up for or support this wonderful event,
including registering to attend, sponsorship opportunities, vendor opportunities, and nominating an
advocate for the Jane Ochrymowycz Award for Advocacy.
Visit the registration page for details.
E-mail Julia if you have any events you'd like to share with MITCIRN participants.

Join a Committee
Did you miss the network meeting, or miss out on putting your name down to join one of the committees?
When you join a committee, you'll be invited to participate in monthly conference calls where you'll work
to address the goals discussed by the committees at the network launch. We'll also convene the
committees at quarterly meetings for in person networking and committee work.
E-mail Julia today and we'll add you to the committee ListServ! Committee details below:
Victim Services Committee
Chair: Carolyn Bryant, Office of Justice Programs
The Victim Services Committee will focus on victims’ access to services, assessing existing services and
identifying gaps such as lack of support, insufficient training for professionals, barriers to partnership in
local communities, and limited resources. The committee will strategize to solve these problems using
available resources, or will identify the resources needed to move forward with solutions.
Community Outreach Committee
Chair: Barb Hedstrom, Shakopee Police Department
The Community Outreach Committee is dedicated to planning and implementing strategies for
community outreach to increase public knowledge of things such as: methods for identity theft and
cybercrime prevention; available resources for victims; strategies for data breach response; and other
subjects that will help to strengthen Minnesota’s capacity to prevent and respond to identity theft and
cybercrime.

MITCIRN Updates
July Network Meeting & Advanced Training
Tuesday, July 17, 2018, TIMING TBA
Wilder Foundation (451 N Lexington Pkwy, St. Paul, MN 55106)
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Hotel and lodging reimbursements are available for attendees traveling 45+miles one way.
Stay tuned for more details, taking into consideration your needs as participants to ensure we are
planning the best network meeting and training possible!
CLE and POST credits will be applied for.

Register Today!

Did someone forward you this e-mail?
MITCIRN is a network that brings together partners from community advocacy organizations,
victim/witness programs, law enforcement, county prosecutors, public defenders, government agencies,
and other organizations/agencies across the state who are dedicated to improved access to supportive
services for victims of identity theft and cybercrime. We meet quarterly to discuss emerging research,
engage in training opportunities, share resources, and advance statewide efforts to combat identity theft
and support victims through targeted committee work. You can learn more about us at our website and
sign up to participate in the network by clicking the button below!

Sign Up for MITCIRN Today!

The Minnesota Alliance on Crime connects systems, service providers, and victims to advance the
response for victims of all crime. MAC is a membership coalition of 86 crime victim service organizations
in Minnesota, including prosecution-based victim/witness programs, community programs, law
enforcement agencies, and individuals committed to supporting crime victims. We support our
membership through training, technical assistance, resources, public policy and legislative initiatives, and
networking opportunities.
For more information about MAC, go to www.mnallianceoncrime.org.
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Good afternoon, MITCIRN participants!
Welcome to your weekly MITCIRN brief, with relevant identity theft news and MITCIRN updates.
If you have something you’d like to include in next week’s brief, send me an e-mail and I’ll be sure to
include it. You can also contact the ListServ directly with news or questions by e-mailing
mitcirn@npogroups.org.
Happy Thursday!
Julia Tindell
Program Coordinator
julia@mnallianceoncrime.org
612-940-8090 ext. 103

Identity Theft in the News
Welsh comedian and actor Bennett Arron was the victim of identity theft almost 20 years ago, and
now he's turning his experience into a comedy show that doubles as a public awareness and
education tool. You can watch Arron's 2014 Channel 4 documentary "How To Steal An Identity"--a
https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=VWMnsm10n_o.en.&cbl=gmail_fe_180424.06_p4&view=pt&msg=163032f5adfbf7f9&q=mitcirn%20brie
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funny yet very informative victim/survivor's story about recovery and his efforts to demonstrate the
need for policy reform to local politicians by showing just how easy it is to steal an identity. (The
Next Web, Matthew Hughes 4/26/18)

Webstresser.com, the world's largest cybercrime platform, was knocked offline, and its
infrastructure was seized in the Netherlands, the US, and Germany after after a major cyber
security operation led by the UK and Dutch police. (Independent, Anthony Cuthbertson 4/25/18)

CNBC did a story on child identity theft this week, outlining the problem and providing some ideas
of ways to protect children from identity theft. (Kelli Grant 4/24/18)

You've probably heard about the Western Union refunds for folks who lost money to scammers
using Western Union between 2014 and 2017. It turns out, scammers are using these Western
Union refunds to scam victims again, asking them to apply for refunds via e-mail. Please note,
there are 2 options to apply for refunds: filling in details from a pre-filled claim form using the
online submission form, or printing and sending in a physical copy of a claim form. Find more
information about the scam and instructions for applying for the refunds here. Reminder: the
deadline to submit a claim is May 31, 2018.

Lois Riess, a Minnesotan woman suspected of killing her husband and then a woman who looked
like her in an attempt to steal her identity, was arrested in Texas last Thursday. (Side note: it has
been fascinating to read the way the media frames the woman as "Minnesotan grandma.")

Upcoming Events
Southeast Minnesota Scam Jam
Wednesday, May 2nd, 2018
Shredding 7:30 AM - 9:00 AM, Program 9:00 AM - 12:00 PM
Co-hosted by AARP (a MITCIRN partner) and the Better Business Bureau, this will be an exciting
community outreach event. Vendors welcome, register here! Now including a session for attendees to
shred important documents. Download the event flyer for more details, and please share with your
community!
World Elder Abuse Awareness Day: Bridges of Minnesota
Wednesday, June 13th, 2018
8:00 AM - 4:00 PM
Earle Brown Heritage Center
This conference is directed towards professionals who work with older and vulnerable adults. This
includes Adult Protection Services, State Agencies, Non-Profits Organizations, Attorneys, Social
Workers, representatives from the Criminal Justice System, Law Enforcement, Long-term Care Providers,
and more. There are many ways for MITCIRN participants to sign up for or support this wonderful event,
including registering to attend, sponsorship opportunities, vendor opportunities, and nominating an
advocate for the Jane Ochrymowycz Award for Advocacy.
Visit the registration page for details.
E-mail Julia if you have any events you'd like to share with MITCIRN participants.

Committee Meetings are Scheduled!
The committee meetings have been scheduled! Committee meetings will be conducted by phone using
the following dial-in information:
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1-888-204-5987
Access # 4133168
Find more information about the committees below and remember to e-mail Julia today to be added to
the committee ListServ, where we'll distribute meeting notes and agendas for the meeting. Committee
details below:
Victim Services Committee Meeting: Wednesday, May 30th, 2:00-3:00 PM Central
Chair: Carolyn Bryant, Office of Justice Programs
The Victim Services Committee will focus on victims’ access to services, assessing existing services and
identifying gaps such as lack of support, insufficient training for professionals, barriers to partnership in
local communities, and limited resources. The committee will strategize to solve these problems using
available resources, or will identify the resources needed to move forward with solutions.
Click here to read notes from the initial victim services committee meeting.
Community Outreach Committee Meeting: Thursday, May 31st, 2:00-3:00 PM Central
Chair: Barb Hedstrom, Shakopee Police Department
The Community Outreach Committee is dedicated to planning and implementing strategies for
community outreach to increase public knowledge of things such as: methods for identity theft and
cybercrime prevention; available resources for victims; strategies for data breach response; and other
subjects that will help to strengthen Minnesota’s capacity to prevent and respond to identity theft and
cybercrime.
Click here to read notes from the initial community outreach committee meeting.

MITCIRN Updates
July Network Meeting & Advanced Training
Tuesday, July 17, 2018, Timing TBA
Wilder Foundation (451 N Lexington Pkwy, St. Paul, MN 55106)
Hotel and lodging reimbursements are available for attendees traveling 45+miles one way.
Stay tuned for more details, taking into consideration your needs as participants to ensure we are
planning the best network meeting and training possible!
CLE and POST credits will be applied for.

Register Today!

Did someone forward you this e-mail?
MITCIRN is a network that brings together partners from community advocacy organizations,
victim/witness programs, law enforcement, county prosecutors, public defenders, government agencies,
and other organizations/agencies across the state who are dedicated to improved access to supportive
services for victims of identity theft and cybercrime. We meet quarterly to discuss emerging research,
engage in training opportunities, share resources, and advance statewide efforts to combat identity theft
and support victims through targeted committee work. You can learn more about us at our website and
sign up to participate in the network by clicking the button below!

Sign Up for MITCIRN Today!

https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=VWMnsm10n_o.en.&cbl=gmail_fe_180424.06_p4&view=pt&msg=163032f5adfbf7f9&q=mitcirn%20brie
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The Minnesota Alliance on Crime connects systems, service providers, and victims to advance the
response for victims of all crime. MAC is a membership coalition of 86 crime victim service organizations
in Minnesota, including prosecution-based victim/witness programs, community programs, law
enforcement agencies, and individuals committed to supporting crime victims. We support our
membership through training, technical assistance, resources, public policy and legislative initiatives, and
networking opportunities.
For more information about MAC, go to www.mnallianceoncrime.org.
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Good afternoon, MITCIRN participants!
Welcome to your weekly MITCIRN brief, with relevant identity theft news and MITCIRN updates.
I had such a great time at Scam Jam hosted by AARP and the Better Business Bureau yesterday! I would
highly recommend that you consider attending one of these events in the future and sharing the
information with your networks. Thank you to Jay, one of our partners, for his great work on this!
We had a great partners meeting this afternoon, where we debriefed the network launch and discussed
opportunities for July. I am really excited about the things we have planned. Keep an eye out for future
briefs!
Next week I'll be at the Identity Leadership Certificate Training in Washington D.C. so I won't be sending
out a brief. I hope this one will have enough information to tide you over until then!
If you have something you’d like to include in next week’s brief, send me an e-mail and I’ll be sure to
include it. You can also contact the ListServ directly with news or questions by e-mailing
mitcirn@npogroups.org.
Happy Thursday!
Julia Tindell
Program Coordinator
https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=RNUrTVtuKqo.en.&cbl=gmail_fe_180708.15_p4&view=pt&msg=163276adb9156a66&q…
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julia@mnallianceoncrime.org
612-940-8090 ext. 103

Western Union Remission Filing
Deadline Extended - May 31, 2018
Help is available to people who wired funds from a
Western Union location between Jan. 1, 2004, and
Jan. 19, 2017, and believe they experienced fraud.
In order to be considered for a remission payment,
submit a Remission Form along with any available
supporting documentation. The petition must be
filed electronically here or postmarked on or
before May 31, 2018, and mailed to:
United States v. The Western Union Company
P.O. Box 404027
Louisville, KY 40233-402
For more information, call 844-319-2124 or
visit http://www.westernunionremission.com

Identity Theft in the News Feature: Amazon's New Delivery Service
Update contributed by Barb Hedstrom, Shakopee PD
Earlier this week, Amazon announced its new free In-Car Delivery service for Prime members, where
packages can be delivered to the trunk of a car, which gets opened remotely by Amazon using the car’s
cloud connected car service plan, ex: OnStar, for the delivery driver to then place the package inside.
I’m sure identity thieves will LOVE this new service! This is an example of how technology changes
quickly and most people don’t think like criminals so it sounds like a great convenient service.
However, if you’ve had your identity stolen and credit cards fraudulently obtained, the thief using your
name/information can create and order stuff on Amazon Prime and get it delivered to a their vehicle
(probably with stolen license plates on it!) so chances get even smaller of locating a suspect by the police
since they won’t have a physical address any more.
This makes me wonder if there is something that could be done in a prevention mode? Do you get an
Amazon Prime account for $119 to prevent someone else from getting one in your name if you don’t have
one? Or wait to see IF you FIND OUT that this has happened to you and then work to respond/correct
it?
For more information here is a link:
https://www.amazon.com/b?node=17051031011#eligibility
Happy shopping!

Survey on Victims' Needs in Financial Crime Recovery
The National Center for Victims of Crime and the FINRA Investor Education Foundation are conducting a
brief survey to understand professional needs related to financial exploitation and fraud. The survey was
developed to determine whether additional training may be useful, and if so, what topics and formats
would be most beneficial. The survey will be live for approximately three weeks, and both you and your
https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=RNUrTVtuKqo.en.&cbl=gmail_fe_180708.15_p4&view=pt&msg=163276adb9156a66&q…
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colleagues are encouraged to complete it. With your insight, we hope to better equip advocates who
assist victims of financial exploitation!
The survey will close on Friday, May 11, 2018.

Take the Survey

Ordering Free Publications from the FTC
Did you know you can order free publications on identity theft from the Federal Trade Commission? I
myself put in a bulk order today in hopes of having a table packed with resources for the upcoming OJP
Conference on Crime and Victimization.
You can order booklets, bookmarks, wallet sized cards, and now tear-away information sheets in English
and Spanish with information on:

Identity theft: what it is, and how to recover from it
Child identity theft
Medical identity theft
Military identity theft
Scams (including romance scams, grandkid scams, telephone scams, and more)

These materials are great for community outreach events, and there are several handy materials you can
distribute to victims that break down steps for responding to identity theft.
Check out the publication order page today!

Upcoming Events
World Elder Abuse Awareness Day: Bridges of Minnesota
Wednesday, June 13th, 2018
8:00 AM - 4:00 PM
Earle Brown Heritage Center
This conference is directed towards professionals who work with older and vulnerable adults. This
includes Adult Protection Services, State Agencies, Non-Profits Organizations, Attorneys, Social
Workers, representatives from the Criminal Justice System, Law Enforcement, Long-term Care Providers,
and more. There are many ways for MITCIRN participants to sign up for or support this wonderful event,
including registering to attend, sponsorship opportunities, vendor opportunities, and nominating an
advocate for the Jane Ochrymowycz Award for Advocacy.
Visit the registration page for details.
E-mail Julia if you have any events you'd like to share with MITCIRN participants.

Committees On Hold -- Note: No Committee Meetings in May!
This afternoon the partners and Committee Chairs had an opportunity to debrief the committee
experience. After some discussion, we have determined that committee work is not the best use of
network participants' time at this stage of the process. Thus, we won't be having the originally scheduled
meetings in May. We're hoping to bring back the committees later on, but want to make sure we have
clearly outlined goals and objectives for committee work.
Thank you to all of you who participated! We are taking committee feedback from the MITCIRN launch
into consideration as we plan advanced training and evaluate steps moving forward. Please don't hesitate
https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=RNUrTVtuKqo.en.&cbl=gmail_fe_180708.15_p4&view=pt&msg=163276adb9156a66&q…
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to get in touch if you have any questions or want to provide feedback!

MITCIRN Updates
July Network Meeting & Advanced Training
Tuesday, July 17, 2018, Timing TBA
Wilder Foundation (451 N Lexington Pkwy, St. Paul, MN 55106)
Hotel and lodging reimbursements are available for attendees traveling 45+miles one way.
Stay tuned for more details, taking into consideration your needs as participants to ensure we are
planning the best network meeting and training possible!
CLE and POST credits will be applied for.

Register Today!

Did someone forward you this e-mail?
MITCIRN is a network that brings together partners from community advocacy organizations,
victim/witness programs, law enforcement, county prosecutors, public defenders, government agencies,
and other organizations/agencies across the state who are dedicated to improved access to supportive
services for victims of identity theft and cybercrime. We meet quarterly to discuss emerging research,
engage in training opportunities, share resources, and advance statewide efforts to combat identity theft
and support victims through targeted committee work. You can learn more about us at our website and
sign up to participate in the network by clicking the button below!

Sign Up for MITCIRN Today!

The Minnesota Alliance on Crime connects systems, service providers, and victims to advance the
response for victims of all crime. MAC is a membership coalition of 86 crime victim service organizations
in Minnesota, including prosecution-based victim/witness programs, community programs, law
enforcement agencies, and individuals committed to supporting crime victims. We support our
membership through training, technical assistance, resources, public policy and legislative initiatives, and
networking opportunities.
For more information about MAC, go to www.mnallianceoncrime.org.
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Wed, May 16, 2018 at 10:58 AM

Good morning, MITCIRN participants!
Welcome to your weekly MITCIRN brief, with relevant identity theft news and MITCIRN updates.
This is a big one! While I was at the Identity Leadership Certificate Training last week, I learned a lot
about data management and risk and I'm excited to start funneling that information back into MITCIRN.
I'm starting here, with a brief on GDPR (the General Data Protections Regulation), and hope to
incorporate new knowledge gained about tactics for prosecuting identity thieves into the July Network
Meeting & Advanced Training.
If you have something you’d like to include in next week’s brief, send me an e-mail and I’ll be sure to
include it. You can also contact the ListServ directly with news or questions by e-mailing
mitcirn@npogroups.org.
Happy Wednesday!
Julia Tindell
Program Coordinator
julia@mnallianceoncrime.org
612-940-8090 ext. 103
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Identity Theft in the News
The Institute for Critical Infrastructure Technology is a nonprofit think tank founded a few years
ago by a man named James Scott. The last few years ITCI has been a clearinghouse for
cybersecurity information for high level government security officials such as Marine Corps, the
Department of Homeland Security, NASA, the NSA, the White House, and the FBI. Buzzfeed
News recently published an article containing compelling evidence that ITCI is a scam, and
James Scott (actually James Scott Brown) is a scammer. Check out the article for more
information about his tactics, including generating fake Twitter and Instagram accounts to produce
and promote memes and YouTube videos lauding Brown's "expertise." This as an interesting
read! (Buzzfeed, Craig Silverman, 5/15/18)

48% of US adults think they will be a victim of identity theft in the next year, according to a survey
conducted by The Harris Poll for the American Institute for CPAs. (One World Identity, 5/10/18)

A Minnesota man scammed mostly elderly individuals into paying him money for snow removal
services that he never delivered on. (MPR News, 5/9/18)

MN Attorney General Lori Swanson visited Deerwood, MN a few weeks ago to raise awareness
about local scams. This article gets into the details of Swanson's talk, including information on
some popular scams (the "high tech" scam, the "Can you hear me?" scam, the IRS scam, and the
car warranty scam). (Inforum, Gabriel Lagarde, 5/9/18)

Krebs on Security is a great blog to follow if you're looking for more information and updates on
relevant scam and security. Thanks to Barb Hedstrom for highlighting these two great samples of
his work: Think You've Got Your Credit Freezes Covered? Think Again and When Your
Employees Post Passwords Online.

Identity Theft in the News Highlight: MDH Phone Scams
The Minnesota Department of Health is warning people of a "spoofing" attack in which callers are posing
as the department and asking for personal information. According to a press release, the calls appear to
come from MDH's main phone line, 651-201-5700, and callers are requesting personal and business
information, including credit cards. (KSTP, 5/10/18)
MDH has posted a series of recommendations for avoiding phone scams, identifying legitimate phone
surveys, and recognizing known scams on their website.

https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=RNUrTVtuKqo.en.&cbl=gmail_fe_180708.15_p4&view=pt&msg=16369ac7cfbf9215&q=…
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Identity Theft in the News Highlight: GDPR
What is it?
GDPR is the General Data Protection Regulation. It was approved April 14th, 2016, with enforcement
beginning May 25th, 2018. (It's the reason you've probably been getting a lot of e-mails about companies
updating their data collection and privacy policies.)
Although GDPR was created to protect the data of citizens of the European Union (EU), it will have a
substantial international impact as companies that manage EU citizen data will be making decisions
about how they will comply (e.g. will they only uphold the regulations for EU citizens, will they exclude EU
citizens from their services, or will they have different policies for EU citizens vs. others who use their
services?).
What are the regulations?
There are several provisions to GDPR, but some major highlights include:

All EU citizens are protected by GDPR, regardless of where the data is being collected (so even if
the business has headquarters in the US, they are still required to uphold the other GDPR
provisions if they offer goods or services to or monitor the behaviors of EU citizens). Non-EU
companies will be required to appoint a representative within the EU. Companies are also
required to appoint a Data Protection Officer (DPO), who cannot be dismissed or retaliated
against for doing their job.

The EU recognizes a child as someone under 16 ears of age, however EU states have the option
to recognize a child as someone under 13. (This has an impact on requirements for parental
consent.)

Businesses must receive valid, explicit consent for their data to be collected or used in any way,
and that consent must be allowed to be withdrawn at any time.

Individuals will have the right to access whatever data the company has, correct the data, and
object to direct marketing related to the data.

Individuals will have the right to have their data forgotten, and the right to data portability
(meaning they should be able to easily transport their data from, for instance, Instagram to
Facebook).
https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=RNUrTVtuKqo.en.&cbl=gmail_fe_180708.15_p4&view=pt&msg=16369ac7cfbf9215&q=…

3/7

7/16/2018

MN Alliance on Crime Mail - MITCIRN Brief: MDH Scam Calls, GDPR, & Local Legislation

Privacy notices must be easily readable (no more 8 point font, no more 10 pages of information to
comb through).

Data must be secured (encrypted) and breaches must be reported to the appropriate authority
within 72 hours of a breach.

There are repercussions for not following these regulations. The supervisory authority can audit,
issue warnings, impose temporary injunctions, and ban processing of data. Individuals can sue for
material and non-material damage. There may also be criminal penalties to companies that refuse
to comply.

How does GDPR relate to identity theft?
Data breaches put people at risk of identity theft. These provisions should help to better protect citizens
from data breaches by reducing the amount of information companies store and distribute, giving
consumers more control over the way their data is collecte and used, and creating standards for ethical
data management and risk control.
How will it impact your work?
If your organization/company collects EU citizen data, you may be required to comply with GDPR
regulations. (Please note: my understanding is that state governments are not exempt from GDPR,
though federal agencies may be exempt.)
Regardless, GDPR has created a compelling opportunity for citizens to hold agencies managing data
accountable, and to use this as an opportunity to raise public awareness around data security.
Learn More about GDPR
There are several places you can read more about GDPR, and the debates it's been sparking around the
world. Here are just a few:

EU GDPR Portal: a resource to educate the public about the main components of GDPR

"What are all these GDPR emails filling up your inbox?" (The Guardian, Gavin Haynes, 5/16/18)

"GDPR: A boon for privacy or choking regulation? Businesses weigh in" (ZD Net, Charlie
Osborne, 5/16/18)

"Can GDPR create a better internet?" (New York Magazine, Max Read, 5/15/18)

Note: The information outlined in this highlight was collected during the 2018 Identity Leadership
Certificate Training presented by the University of Texas Center for Identity.

Legislative Update
HF1243, a bill proposing security freezes for protected persons (specifically children) has passed both
the house and the senate unanimously. This helpful article outlines the details of the bill. (Mesabi Daily
News, 5/15/18)
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Survey on Victims' Needs in Financial Crime Recovery - Survey Closing Today!
The National Center for Victims of Crime and the FINRA Investor Education Foundation are conducting a
brief 5 minute survey to understand professional needs related to financial exploitation and fraud. The
survey was developed to determine whether additional training may be useful, and if so, what topics and
formats would be most beneficial.
The survey will close on Wednesday, May 16th -- that's today, so make sure to get your survey responses
in now!

Take the Survey

Western Union Remission Filing
Deadline Extended - May 31, 2018
Help is available to people who wired funds from a
Western Union location between Jan. 1, 2004, and
Jan. 19, 2017, and believe they experienced fraud.
In order to be considered for a remission payment,
submit a Remission Form along with any available
supporting documentation. The petition must be
filed electronically here or postmarked on or
before May 31, 2018, and mailed to:
United States v. The Western Union Company
P.O. Box 404027
Louisville, KY 40233-402
For more information, call 844-319-2124 or
visit http://www.westernunionremission.com

Upcoming Events
World Elder Abuse Awareness Day: Bridges of Minnesota
Wednesday, June 13th, 2018
8:00 AM - 4:00 PM
Earle Brown Heritage Center
This conference is directed towards professionals who work with older and vulnerable adults. This
includes Adult Protection Services, State Agencies, Non-Profits Organizations, Attorneys, Social
Workers, representatives from the Criminal Justice System, Law Enforcement, Long-term Care Providers,
and more. There are many ways for MITCIRN participants to sign up for or support this wonderful event,
including registering to attend, sponsorship opportunities, vendor opportunities, and nominating an
advocate for the Jane Ochrymowycz Award for Advocacy.
Visit the registration page for details.
E-mail Julia if you have any events you'd like to share with MITCIRN participants.

Committees On Hold -- Note: No Committee Meetings in May!
The partners and Committee Chairs had an opportunity to debrief the committee experience. After some
discussion, we have determined that committee work is not the best use of network participants' time at
this stage of the process. Thus, we won't be having the originally scheduled meetings in May. We're
https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=RNUrTVtuKqo.en.&cbl=gmail_fe_180708.15_p4&view=pt&msg=16369ac7cfbf9215&q=…
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hoping to bring back the committees later on, but want to make sure we have clearly outlined goals and
objectives for committee work.
Thank you to all of you who participated! We are taking committee feedback from the MITCIRN launch
into consideration as we plan advanced training and evaluate steps moving forward. Please don't hesitate
to get in touch if you have any questions or want to provide feedback!

MITCIRN Updates
July Network Meeting & Advanced Training
Tuesday, July 17, 2018
8:00 AM - Registration
8:30 AM - 12:00 PM - Training
Wilder Foundation (451 N Lexington Pkwy, St. Paul, MN 55106)
Hotel and lodging reimbursements are available for attendees traveling 45+miles one way.
Stay tuned for more details, taking into consideration your needs as participants to ensure we are
planning the best network meeting and training possible!
CLE and POST credits will be applied for.

Register Today!

Did someone forward you this e-mail?
MITCIRN is a network that brings together partners from community advocacy organizations,
victim/witness programs, law enforcement, county prosecutors, public defenders, government agencies,
and other organizations/agencies across the state who are dedicated to improved access to supportive
services for victims of identity theft and cybercrime. We meet quarterly to discuss emerging research,
engage in training opportunities, share resources, and advance statewide efforts to combat identity theft
and support victims through targeted committee work. You can learn more about us at our website and
sign up to participate in the network by clicking the button below!

Sign Up for MITCIRN Today!

The Minnesota Alliance on Crime connects systems, service providers, and victims to advance the
response for victims of all crime. MAC is a membership coalition of 86 crime victim service organizations
in Minnesota, including prosecution-based victim/witness programs, community programs, law
enforcement agencies, and individuals committed to supporting crime victims. We support our
membership through training, technical assistance, resources, public policy and legislative initiatives, and
networking opportunities.
For more information about MAC, go to www.mnallianceoncrime.org.
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Good morning, MITCIRN participants!
Welcome to your weekly MITCIRN brief, with relevant identity theft news and MITCIRN updates.
If you have something you’d like to include in next week’s brief, send me an e-mail and I’ll be sure to
include it. You can also contact the ListServ directly with news or questions by e-mailing
mitcirn@npogroups.org.
Happy Thursday!
Julia Tindell
Program Coordinator
julia@mnallianceoncrime.org
612-940-8090 ext. 103

Identity Theft in the News
Identity thieves are targeting social security beneficiaries, according to the Social Security
Administration (SSA). Phishing e-mails are circulating prompting people to create my Social
Security accounts. Read the SSA's page How We Verify and Protect Your Identity for more
https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=RNUrTVtuKqo.en.&cbl=gmail_fe_180708.15_p4&view=pt&msg=163b703530e15afc&q…
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information on what consumers should be looking for if they are contacted by someone claiming
to be from the SSA.

'Old-fashioned' identity theft is just as dangerous as the cyber kind, according to a story from
CNBC (CNBC, Kelly B. Grant 5/14/18). The article features stats gathered from the University of
Texas Center for Identity, as well as a victim telling her story. When a Wells Fargo employee sent
Amy Wang and her husband's private data to a third party, it triggered an onslaught of criminal
activity, starting in 2016 when they began receiving excessive mailings from credit card
companies denying cards the family had never applied for. Check out the article for the full story.

US News recently published a story on how to protect yourself from medical identity theft. Their
main suggestions? Ask questions, look for red flags, and seek help if it happens to you. This
could be a great article to share on social media or for community outreach purposes. (US News,
Susannah Snider 5/22/18)

Wearables such as smart watches could make children vulnerable to cyber crime, according to an
article in Forbes. "Anything with an online connection is at risk to cybercriminals, but the issue
with wearables is that risks associated with these products is high and children using connected
toys can be exposed to malware, viruses and perhaps, most worryingly, strangers online," says
Allen Scott, consumer EMEA director at McAfee. (Forbes, Anna Tobin 5/31/18)

Can Blockchain solve identity theft? This blog post in Forbes explores this question. (Forbes,
Bojan Simic 5/31/18)

And one last bit of news... mostly for fun. The Next Web asked people to "draw cybercrime" and
the results were exactly what you would probably expect. (TNW, Callum Booth 5/28/18)

In honor of the royal wedding...
While the royal wedding was in full swing, identity
thieves were capitalizing on the publicity, putting
together a meme designed to prompt people to
publicize common answers to security questions.
Maybe you know someone who fell for it? If you
see things like this circulating, it might be time to
do some public outreach on your social media
account! It might be too late to stop someone from
posting the data, but it might not be too late to help
someone remember to take it down, or prevent
them from falling for it in the future.
This (extremely shareable) post from Bustle broke
down the issue with the post, and contained a
helpful reminder for people who post concert
tickets. There was also a USA Today report on the
post.
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Beat the Thief
Beat the Thief is a game designed by the University of Texas Center for Identity to teach kids how to
manage their private data when posting online. In the game, a child shares personal information on social
media and in private chats to build relationships with their friends, but they have to be careful. A thief
hovers a few houses down, reading their posts and reacting in ways that demonstrate how the
information could be valued by someone seeking to do harm.
Play the game today, and share it with your network!

Western Union Remission Filing
Deadline TODAY, May 31, 2018
Help is available to people who wired funds from a
Western Union location between Jan. 1, 2004, and
Jan. 19, 2017, and believe they experienced fraud.
In order to be considered for a remission payment,
submit a Remission Form along with any available
supporting documentation. The petition must be
filed electronically here or postmarked on or
before May 31, 2018, and mailed to:
United States v. The Western Union Company
P.O. Box 404027
Louisville, KY 40233-402
For more information, call 844-319-2124 or
visit http://www.westernunionremission.com

Upcoming Events
World Elder Abuse Awareness Day: Bridges of Minnesota
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Wednesday, June 13th, 2018
8:00 AM - 4:00 PM
Earle Brown Heritage Center
This conference is directed towards professionals who work with older and vulnerable adults. This
includes Adult Protection Services, State Agencies, Non-Profits Organizations, Attorneys, Social
Workers, representatives from the Criminal Justice System, Law Enforcement, Long-term Care Providers,
and more. There are many ways for MITCIRN participants to sign up for or support this wonderful event,
including registering to attend, sponsorship opportunities, vendor opportunities, and nominating an
advocate for the Jane Ochrymowycz Award for Advocacy.
Visit the registration page for details.
E-mail Julia if you have any events you'd like to share with MITCIRN participants.

MITCIRN Updates
July Network Meeting & Advanced Training
Tuesday, July 17, 2018
8:00 AM - Registration
8:30 AM - 12:00 PM - Training
Wilder Foundation (451 N Lexington Pkwy, St. Paul, MN 55106)
Hotel and lodging reimbursements are available for attendees traveling 45+miles one way.
Stay tuned for more details, taking into consideration your needs as participants to ensure we are
planning the best network meeting and training possible!
CLE and POST credits will be applied for.

Register Today!

Sign up for MITCIRN today!
MITCIRN is a network that brings together partners from community advocacy organizations,
victim/witness programs, law enforcement, county prosecutors, public defenders, government agencies,
and other organizations/agencies across the state who are dedicated to improved access to supportive
services for victims of identity theft and cybercrime. We meet quarterly to discuss emerging research,
engage in training opportunities, share resources, and advance statewide efforts to combat identity theft
and support victims through targeted committee work. You can learn more about us at our website and
sign up to participate in the network by clicking the button below!

Sign Up for MITCIRN Today!

The Minnesota Alliance on Crime connects systems, service providers, and victims to advance the
response for victims of all crime. MAC is a membership coalition of 86 crime victim service organizations
in Minnesota, including prosecution-based victim/witness programs, community programs, law
enforcement agencies, and individuals committed to supporting crime victims. We support our
membership through training, technical assistance, resources, public policy and legislative initiatives, and
networking opportunities.
For more information about MAC, go to www.mnallianceoncrime.org.
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Good morning, MITCIRN participants!
Welcome to your weekly MITCIRN brief, with relevant identity theft news and MITCIRN updates.
This is going to be a short one, but keep your eyes peeled for a JAM PACKED brief next week!
If you have something you’d like to include in next week’s brief, send me an e-mail and I’ll be sure to
include it. You can also contact the ListServ directly with news or questions by e-mailing
mitcirn@npogroups.org.
Happy Thursday!
Julia Tindell
Program Coordinator
julia@mnallianceoncrime.org
612-940-8090 ext. 103

Identity Theft in the News
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Poor identity theft awareness leads to common user risks, according to an article in IBM (IBM,
Douglas Bonderud 6/6/18). Cybercriminals are increasingly targeting individual users, as noted by
recent FBI crime statistics. Recent research revealed that 50 percent of users in the U.S. were
victimized by online identity theft in 2017. This article lists five of the top risks users should be
aware of to minimize this ever-intensifying threat.

Though somewhat deterred by the major takedown of two popular underground marketplaces
cyber-criminals have found alternative solutions that are growing more popular, according to new
research from Digital Shadows (Infosecurity Magazine, Kacy Zurkus, 6/5/18). A new report, Seize
and desist: The State of Cybercrime in the Post-AlphaBay and Hansa Age, found that the cybercriminal community has only been slightly quieted by the Operation Bayonet takedown of
AlphaBay and Hansa, which forced tens of thousands of vendors and buyers to find new places to
conduct business.

An American citizen from New Mexico was accused of paying a hacker to sabotage sites linked to
his former employers and government agencies according to the Weekly Observer. The man was
sentenced by the Minnesota court to 15 years in prison. The FBI says the case is a growing form
of cyber crime, where professional hackers are paid to cause damage to individuals, businesses,
and so this method is intended to cause a huge problem to the victims. (The Weekly Observer,
Chris Dunkan, 5/20/18)

A man who allegedly hacked into Minnesota government databases last year because he was
angry over the acquittal of the officer who shot and killed Philando Castile was charged in an
indictment unsealed Tuesday. According to the indictment, Crowley accessed the state's
databases in June 2017 and intentionally transmitted programs, codes and commands to state
computer servers, causing damages and a loss to the state of more than $5,000. (New York
Times, 6/5/18)

Lois Riess, the woman accused of killing Pam Hutchinson and then stealing her identity, has been
indicted in Florida for First Degree Murder with a Firearm, Grand Theft of a Motor Vehicle, Grand
Theft and Criminal Use of Personal Identification Information of a Deceased Individual, $5,000 or
More. (ABC 6 News, 6/6/18)

Upcoming Events
World Elder Abuse Awareness Day: Bridges of Minnesota
Wednesday, June 13th, 2018
8:00 AM - 4:00 PM
Earle Brown Heritage Center
This conference is directed towards professionals who work with older and vulnerable adults. This
includes Adult Protection Services, State Agencies, Non-Profits Organizations, Attorneys, Social
Workers, representatives from the Criminal Justice System, Law Enforcement, Long-term Care Providers,
and more. There are many ways for MITCIRN participants to sign up for or support this wonderful event,
including registering to attend, sponsorship opportunities, vendor opportunities, and nominating an
advocate for the Jane Ochrymowycz Award for Advocacy.
Visit the registration page for details.
E-mail Julia if you have any events you'd like to share with MITCIRN participants.
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We've got some exciting things planned for the July network meeting!
We'll start out our morning with some structured networking with federal partners. Currently, we're looking
forward to connecting with professionals working with the FBI, USPIS, and HSI. More networking hour
details, and a participant list, will be released shortly.
Following the networking, we'll hear from experts on cybercrime and have an opportunity to ask questions
from the broad to the technical. Bring your case studies! These cybercrime professionals are looking
forward to helping us answer tough questions about identity theft committed on the web.
The full agenda is on its way. Until then, you can still get registered today!
Hotel and lodging reimbursements are available for attendees traveling 45+miles one way.
CLE and POST credits will be applied for.

Register Today!

Sign up for MITCIRN today!
MITCIRN is a network that brings together partners from community advocacy organizations,
victim/witness programs, law enforcement, county prosecutors, public defenders, government agencies,
and other organizations/agencies across the state who are dedicated to improved access to supportive
https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=RNUrTVtuKqo.en.&cbl=gmail_fe_180708.15_p4&view=pt&msg=163db98eca366556&q…
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services for victims of identity theft and cybercrime. We meet quarterly to discuss emerging research,
engage in training opportunities, share resources, and advance statewide efforts to combat identity theft
and support victims through targeted committee work. You can learn more about us at our website and
sign up to participate in the network by clicking the button below!

Sign Up for MITCIRN Today!

The Minnesota Alliance on Crime connects systems, service providers, and victims to advance the
response for victims of all crime. MAC is a membership coalition of 86 crime victim service organizations
in Minnesota, including prosecution-based victim/witness programs, community programs, law
enforcement agencies, and individuals committed to supporting crime victims. We support our
membership through training, technical assistance, resources, public policy and legislative initiatives, and
networking opportunities.
For more information about MAC, go to www.mnallianceoncrime.org.
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Good morning, MITCIRN participants!
Welcome to your weekly MITCIRN brief, with relevant identity theft news and MITCIRN updates.
If you have something you’d like to include in next week’s brief, send me an e-mail and I’ll be sure to
include it. You can also contact the ListServ directly with news or questions by e-mailing
mitcirn@npogroups.org.
Happy Thursday!
Julia Tindell
Program Coordinator
julia@mnallianceoncrime.org
612-940-8090 ext. 103

MAC is Mapping Services for Victims of Identity Theft!
Locating supportive services for victims of identity theft can be difficult and frustrating, adding yet another
barrier to recovery to the long list victims encounter when dealing with this crime.
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We believe we can mitigate some of the frustration by creating a resource that maps existing supportive
services and making it available to service providers, and hopefully eventually victims.
To start this process, we're asking programs that work with victims of identity theft to complete a survey to
help us gather information about existing services in Minnesota. But we're going to need help from you,
our MITCIRN participants, to make that happen.
Here's what we're asking:

First, if you would like to be involved in this project, e-mail Julia today. we would love to hear from
you, whether it's with ideas of what questions to ask in the survey, suggestions for formatting the
resource list to make it accessible to service providers and/or victims, or volunteering to help us
process the data. We would love to partner with you to create something really useful to the
people who will use it.

Second, please keep an eye out for the survey and fill it out when it comes your way!

Finally, get started this week with a list of folks you know need to be included as a resource. You
can e-mail Julia their contact information to send them the survey once it's complete, or wait until
you receive the survey link so you can forward it yourself.

Thank you so much for your support and assistance with this mapping project. We are looking forward to
putting together this useful tool for victims of identity theft in Minnesota!

Identity Theft in the News
Harley (pictured to the left with a human) is a graduate of an elite K-9
search class that trains dogs to sniff out electronics, including phones, hard
drives and microSD cards smaller than your thumb. These tech-seeking
dogs are helping law enforcement find child pornography stashed in hidden
hard drives, uncover concealed phones, nab white-collar evidence kept on
hard drives and track calls stored on SIM cards. (cnet, Alfred NG, 6/11/18)
Christopher Endicott, the former Lakeville middle school principal previously
accused of felony burglary and stalking, now is accused of stealing personal
and financial information from employees of the Rosemount-Apple Valley-Eagan school district, their
family members and others. Read more about the details of the case here. (Pioneer Press, Nick Ferraro
6/8/18)
As many Minnesotans get ready to hit the road or board a plane this summer, it's helpful to be aware of
seasonal scams. This article talks about cybercrimes to look out for when you're prepping for your
vacation. (WOAI, Michael Garofalo 6/12/18)
Identity thieves are making headlines these days with stories of people stealing mail and hacking
computers to capture PII, but this article released by Forbes gets into the details of another form of
identity theft that's costing the digital market: fake social media accounts. (Forbes, Asaf Greiner 6/1/18)

Upcoming Events
There are no new events this week! E-mail Julia if you have any events you'd like to share with MITCIRN
participants.

https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=RNUrTVtuKqo.en.&cbl=gmail_fe_180708.15_p4&view=pt&msg=163ffb1ac896adec&q=…

2/4

7/16/2018

MN Alliance on Crime Mail - MITCIRN Brief: Cybercrime Dogs & Service Mapping

We've got some exciting things planned for the July network meeting!
We'll start out our morning with some structured networking with federal partners. Currently, we're looking
forward to connecting with professionals working with the FBI, USPIS, and HSI. More networking hour
details, and a participant list, will be released shortly.
Following the networking, we'll hear from experts on cybercrime and have an opportunity to ask questions
from the broad to the technical. Bring your case studies! These cybercrime professionals are looking
forward to helping us answer tough questions about identity theft committed on the web.
The full agenda is on its way. Until then, you can still get registered today!
Hotel and lodging reimbursements are available for attendees traveling 45+miles one way.
CLE and POST credits will be applied for.

Register Today!

Sign up for MITCIRN today!
MITCIRN is a network that brings together partners from community advocacy organizations,
victim/witness programs, law enforcement, county prosecutors, public defenders, government agencies,
and other organizations/agencies across the state who are dedicated to improved access to supportive
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services for victims of identity theft and cybercrime. We meet quarterly to discuss emerging research,
engage in training opportunities, share resources, and advance statewide efforts to combat identity theft
and support victims through targeted committee work. You can learn more about us at our website and
sign up to participate in the network by clicking the button below!

Sign Up for MITCIRN Today!

The Minnesota Alliance on Crime connects systems, service providers, and victims to advance the
response for victims of all crime. MAC is a membership coalition of 92 crime victim service organizations
in Minnesota, including prosecution-based victim/witness programs, community programs, law
enforcement agencies, and individuals committed to supporting crime victims. We support our
membership through training, technical assistance, resources, public policy and legislative initiatives, and
networking opportunities.
For more information about MAC, go to www.mnallianceoncrime.org.
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Good morning, MITCIRN participants!
Welcome to your weekly MITCIRN brief, with relevant identity theft news and MITCIRN updates.
If you have something you’d like to include in next week’s brief, send me an e-mail and I’ll be sure to
include it. You can also contact the ListServ directly with news or questions by e-mailing
mitcirn@npogroups.org.
Happy Thursday!
Julia Tindell
Program Coordinator
julia@mnallianceoncrime.org
612-940-8090 ext. 103

Help us build a bridge for victims of identity theft!
One of the most significant barriers to recovery faced by victims of identity theft is the mountain of tasks
they face after the crime has occurred. This barrier is exacerbated when the victim service professionals
responsible for providing support are working in silos.
https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=RNUrTVtuKqo.en.&cbl=gmail_fe_180708.15_p4&view=pt&msg=16423e176907abbb&q…
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The Minnesota Alliance on Crime is working to knock down this barrier by building a bridge between
victim service professionals--from law enforcement to advocates, and everyone in between and beyond.
We're doing this by creating opportunities for networking, training, and resource sharing through the
Minnesota Identity Theft & Cybercrime Information & Resource Network (MITCIRN).
You can help us build the bridge by signing up to participate in MITCIRN today, or reaching out to your
colleagues in the field and inviting them to join you. You can fill out the survey below, or forward this email with a personal note to someone you know needs to be at the table.
Help us build the bridge.

Sign Up for MITCIRN Today!

Identity Theft in the News
More than 1 million children were victims of identity theft last year, according to the 2018 Child
Identity Fraud Study. (NBC News, Herb Weisbaum 6/21/18)

Former 'Jeopardy!' seven-streak winner faces up to five years in prison after using her position as
a professor at Adrian College to hack co-workers and students emails. She made lists about
"notes and comments and problems" about faculty members. Sentencing takes place in late
July. (TimesUnion, from the Daily Telegram 6/18/18)

The Minneapolis Police Department has implemented a new electronic records management
system called Police Information Management System (PIMS). This program will help track
computer crimes like identity theft and credit card fraud. (Star Tribune, Libor Jany 6/13/18)

Attorney General Lori Swanson has published a brief summary of the difference between a fraud
alert and credit freeze. A fraud alert is free, requires a valid identity before new accounts are
opened, and can vary in time length. A credit freeze requires a PIN for to access new credit, can
cost $5, and can be permanent. (Quad Community Press, AG Lori Swanson 6/12/18)
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New Medicare cards are coming! Do you have Medicare or care for someone with
Medicare?
Medicare is mailing new cards with new Medicare numbers to all people with Medicare. Instead of your
Social Security Number, the new card will have a new number that’s unique to you. You don’t have to do
anything to get your new card—Medicare will automatically mail it to you, so be sure your address is
current with the Social Security Administration (SSA). Once you get your new Medicare card, destroy
your old Medicare card and start using the new one right away. Mailing all of the cards will take time, so
you might get your card at a different time than your spouse, friend, or neighbor. And, remember, no one
from Medicare will call or contact you uninvited to ask for your personal information.
To learn more, visit Medicare.gov/newcard, or call 1-800-MEDICARE (1-800-633-4227). TTY users can
call 1-877-486-2048.
**Note: Please feel free to copy the text of this announcement and use it in your newsletter or on social
medai! Click here to download the higher quality PDF of the graphic above.
Visit this link to order any of the materials produced by Centers for Medicare & Medicaid Services for
free.

Community Outreach Resources: Social Media
Social media is a powerful tool to help people learn more about identity theft and to help victims find
support when they need it. We've put together some resources you can use on your organization's social
media pages to boost your identity theft and cybercrime related services using a guaranteed winner: a
story about dogs.
Of course, feel free to customize these with links and include information about your organization's
supportive services! Don't hesitate to reach out to MAC staff for technical assistance.
Facebook Post: [PNG Access]
Who's a good dog? These #CyberSniffers help law enforcement sniff out cybercrime. Post a pic of your
own #CyberSniffers below and let us know: do you think your pet would be any good at sniffing out the
criminals?
https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=RNUrTVtuKqo.en.&cbl=gmail_fe_180708.15_p4&view=pt&msg=16423e176907abbb&q…
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Read more in this CNet article: https://www.cnet.com/news/these-dogs-sniff-out-cybercrime/
Then visit [organization's website and/or link to Facebook page] for more information about how [your
organization's name] can help support you or someone you know if you've been a victim of identity theft
or cybercrime.
Twitter Post: [PNG Access] - image previewed below
Who's a good dog? 13/10, would reward this pup for a job well done. Check out this article to read more
about human's best #CyberSniffers then post pic of your own pets in the comments!
https://www.cnet.com/news/these-dogs-sniff-out-cybercrime/
Instagram Post: [PNG Access]
Who's a good dog? This week we learned that there are dogs in Connecticut being trained to sniff out
materials related to cybercrime, such as thumb drives, SD cards, and hard drives. Join the conversation!
Post a pic of your #CyberSniffers and let us know: do you think your pet would be any good at sniffing out
the criminals? [Source: CNet, "These dogs sniff out cybercrime"]

Get Involved: Law Enforcement Resource Card Working Group
Law enforcement is frequently one of the first contacts a victim of identity theft makes. Often this is
because it’s what a victim is told to do as part of the process to begin repairing the damages caused or
attempting to recover losses. Given the complexity and variety of types of identity theft, there are many
possible next steps for victims to take beyond a report to law enforcement. MAC would like to offer law
enforcement a specific resource they can provide to victims when they report identity theft
We are requesting your assistance to create this resource. This resource could be given to identity theft
victims in addition to or as a supplement to the victim information cards law enforcement is already
required to provide to all crime victims pursuant to MN Statutes 611A.66, and 629.342, subd. 3.
Would you like to be part of a review group? Do you have suggestions for what would be helpful to
include on the card? Does your law enforcement agency already provide something like this, and if so are
you willing to share as an example? E-mail Julia today!

Upcoming Events
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CLE and POST credits will be applied for.

Register Today!
E-mail Julia if you have any upcoming events you'd like to share with MITCIRN participants.

Sign up for MITCIRN today!
MITCIRN is a network that brings together partners from community advocacy organizations,
victim/witness programs, law enforcement, county prosecutors, public defenders, government agencies,
and other organizations/agencies across the state who are dedicated to improved access to supportive
services for victims of identity theft and cybercrime. We meet quarterly to discuss emerging research,
engage in training opportunities, share resources, and advance statewide efforts to combat identity theft
and support victims through targeted committee work. You can learn more about us at our website and
sign up to participate in the network by clicking the button below!

The Minnesota Alliance on Crime connects systems, service providers, and victims to advance the
response for victims of all crime. MAC is a membership coalition of 92 crime victim service organizations
in Minnesota, including prosecution-based victim/witness programs, community programs, law
enforcement agencies, and individuals committed to supporting crime victims. We support our
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membership through training, technical assistance, resources, public policy and legislative initiatives, and
networking opportunities.
For more information about MAC, go to www.mnallianceoncrime.org.

Minnesota Alliance On Crime | 1 W. Water St., Ste. 260, St. Paul, MN 55107
www.mnallianceoncrime.org
Unsubscribe julia@mnallianceoncrime.org
Update Profile | About our service provider
Sent by julia@mnallianceoncrime.org in collaboration with

Try it free today

https://mail.google.com/mail/u/0/?ui=2&ik=08e09338eb&jsver=RNUrTVtuKqo.en.&cbl=gmail_fe_180708.15_p4&view=pt&msg=16423e176907abbb&q…

6/6

7/16/2018

MN Alliance on Crime Mail - MITCIRN Brief: Who is the Jeopardy Cyberthief? and New Medicare Cards

Julia Tindell <julia@mnallianceoncrime.org>

MITCIRN Brief: Who is the Jeopardy Cyberthief? and New Medicare Cards
Julia Tindell <julia@mnallianceoncrime.org>
Reply-To: julia@mnallianceoncrime.org
To: julia@mnallianceoncrime.org
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Good morning, MITCIRN participants!
Welcome to your weekly MITCIRN brief, with relevant identity theft news and MITCIRN updates.
If you have something you’d like to include in next week’s brief, send me an e-mail and I’ll be sure to
include it. You can also contact the ListServ directly with news or questions by e-mailing
mitcirn@npogroups.org.
Happy Thursday!
Julia Tindell
Program Coordinator
julia@mnallianceoncrime.org
612-940-8090 ext. 103

Identity Theft in the News
Minnesota is the 5th smartest state when it comes to online safety, according to the Cyber
Hygeine Index, a study recently conducted by the Ponemon Institute and published April 2018.
(Daily Mail, 6/6/18, Valerie Bauman)
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Freezing your credit in order to prevent identity theft is getting easier, according to this article in
Forbes. (6/26/18, Jim Henry)

Kare 11 recently did a story on 10 insider tricks to keep hackers and scammers from stealing from
you. (6/25/18, Kim Komando)

Community Outreach Resources For the New Medicare Cards!
MITCIRN is partnering with Centers for Medicare & Medicaid Services to bring you community outreach
resources to spread the news about the new Medicare cards.
You may have seen our messaging in last week's MITCIRN brief, which you can find here. Copy and
paste the contents into an e-mail or on Facebook.
There are also several flyers available for download which can be printed and distributed, which you can
view below:
Flyer 1 (Shows the new Medicare card, featured in last week's brief)
Flyer 2 ("You're getting a new Medicare card!)
Flyer 3 ("New Card! New Number!")
Visit this link to order any of the materials produced by Centers for Medicare & Medicaid Services for
free.
To learn more, visit Medicare.gov/newcard, or call 1-800-MEDICARE (1-800-633-4227). TTY users can
call 1-877-486-2048.

Community Outreach Resources:
Social Media
Social media is a powerful tool to help people
learn more about identity theft and to help victims
find support when they need it. We've put
together some resources you can use on your
organization's social media pages to boost your
identity theft and cybercrime related services
using a popular article from last week's brief: Who
is the Jeopardy cyberthief?
Of course, feel free to customize these with links
and include information about your organization's
supportive services! Don't hesitate to reach out to
MAC staff for technical assistance.
Facebook Post: [PNG Access]
No more daily doubles for Stephanie Jass! Past "Jeopardy!" winner used her role as a college professor
to access private information. Comment below for 400 points on more examples on #WhatIsCybercrime
Read more in this TimesUnion article: https://www.timesunion.com/entertainment/television/
article/Jeopardy-winner-could-get-prison-for-sneaking-13000601.php
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Then visit [organization's website and/or link to Facebook page] for more information about how [your
organization's name] can help support you or someone you know if you've been a victim of identity theft
or cybercrime.
Twitter Post: [PNG Access]
No more daily doubles for Stephanie Jass! Fav if you think the previous "Jeopardy!" winner & college
professor did not get good evaluations from her students. #WhatIsCybercrime
Instagram Post: [PNG Access] - image previewed in the upper right corner
No more daily doubles for Stephanie Jass! Accessing coworker & students emails isn't going to get you
Professor of the Year. Double tap if you have your own nightmare professor story [ghost emoji]
#WhatIsCybercrime [Source: TimesUnion, "'Jeopardy!' winner could get prison for sneaking into emails"]

Get Involved: Law Enforcement Resource Card Working Group
Law enforcement is frequently one of the first contacts a victim of identity theft makes. Often this is
because it’s what a victim is told to do as part of the process to begin repairing the damages caused or
attempting to recover losses. Given the complexity and variety of types of identity theft, there are many
possible next steps for victims to take beyond a report to law enforcement. MAC would like to offer law
enforcement a specific resource they can provide to victims when they report identity theft
We are requesting your assistance to create this resource. This resource could be given to identity theft
victims in addition to or as a supplement to the victim information cards law enforcement is already
required to provide to all crime victims pursuant to MN Statutes 611A.66, and 629.342, subd. 3.
Would you like to be part of a review group? Do you have suggestions for what would be helpful to
include on the card? Does your law enforcement agency already provide something like this, and if so are
you willing to share as an example? E-mail Julia today!

Upcoming Events

The full agenda is now available for the Cybercrime Training and Federal Partner Round Table! You are
invited to participate in guided networking with federal partners to discuss the various ways local, state,
and federal programs can partner on identity theft investigations and victim services. The networking hour
will be followed by a panel of cybercrime experts.
Click here to review the full agenda.
CLE and POST credits will be applied for.
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Register Today!
E-mail Julia if you have any upcoming events you'd like to share with MITCIRN participants.

Help us build a bridge for victims of identity theft!
One of the most significant barriers to recovery faced by victims of identity theft is the mountain of tasks
they face after the crime has occurred. This barrier is exacerbated when the victim service professionals
responsible for providing support are working in silos.
The Minnesota Alliance on Crime is working to knock down this barrier by building a bridge between
victim service professionals--from law enforcement to advocates, and everyone in between and beyond.
We're doing this by creating opportunities for networking, training, and resource sharing through the
Minnesota Identity Theft & Cybercrime Information & Resource Network (MITCIRN).
You can help us build the bridge by signing up to participate in MITCIRN today, or reaching out to your
colleagues in the field and inviting them to join you. You can fill out the survey below, or forward this email with a personal note to someone you know needs to be at the table.
Help us build the bridge.

Sign Up for MITCIRN Today!

The Minnesota Alliance on Crime connects systems, service providers, and victims to advance the
response for victims of all crime. MAC is a membership coalition of 92 crime victim service organizations
in Minnesota, including prosecution-based victim/witness programs, community programs, law
enforcement agencies, and individuals committed to supporting crime victims. We support our
membership through training, technical assistance, resources, public policy and legislative initiatives, and
networking opportunities.
For more information about MAC, go to www.mnallianceoncrime.org.
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Try it free today
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