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INTRODUCTION

DATA BREACHES EXPOSED 1.68 BILLION NON-SENSITIVE
RECORDS IN ADDITION TO THE 446,515,334REC
Identity crime is an ever-growing problem that is constantly evolving. Identity crime impacted 14.4
million Americans last year, with $16.8 billion stolen from victims (Javelin Strategy & Research,
2019 Identity Fraud Study). National Identity Theft Victims Assistance Network (NITVAN) was
established in 2010 with funding from the U.S. Department of Justice, Office of Justice Programs,
Office for Victims of Crime, through the Crime Victims Fund to expand and improve the outreach
and capacity of victim service programs to better address the rights and needs of victims of
identity theft and cybercrime nationwide by establishing collaborative regional, statewide and
community-based coalitions. NITVAN currently consists of 14 regional and state identity theft
coalitions across the continental United States.
The NITVAN Identity Theft Coalition Building Toolkit is the culmination of a three-year multiagency
collaboration. This toolkit has been developed as a comprehensive guide to build the capacity
of service providers, advocates and allied professionals to better address the rights and needs of
identity theft victims via coalition building. It is our hope that the information provided regarding
how to start a coalition, building capacity, resource sharing, and sustainability will empower
organizations nationwide to collaborate to help victims of identity theft.

P G 3 OF 1 8

I DENTIT
THEFTR R
ESOUR CECE
CE
TE
20
19 | | IDTH
IDTH
E TCE
F TCE
TE
©©I DE
NTIT Y YTHEFT
ESOURCE
NN
TE
R R2 0
19
EF
NN
TE
RR
.O.ORG
RG

ACKNOWLEDGMENTS
The Identity Theft Resource Center (ITRC) would like to thank the following organizations for
their contributions:
»

National Center for Victims of Crime (NCVC)

»

Office for Victims of Crime Training and Technical Assistance Center (OVC TTAC)

»

Massachusetts Attorney General’s Office (MAAG) – The Massachusetts Elder Identity
Theft Coalition

»

Texas RioGrande Legal Aid - Texas Coalition on Coerced Debt

»

Texas Council on Family Violence – Texas Coalition on Coerced Debt

»

Minnesota Alliance on Crime - Minnesota Identity Theft and Cybercrime Information
and Resource Network (MITCIRN)

»

Elder Law of Michigan (ELM) - Michigan Older Adults Identity Theft Victims Coalition

»

Iowa Organization for Victim Assistance (IOVA) - Iowa Identity Theft Victim
Assistance Coalition

»

Cybercrime Support Network (CSN) – Cybercrime Support Network of West Michigan

»

National Cybersecurity Society (NCSS)

PG 4 O F 1 8

©©I DE
NTIT Y YTHEFT
ESOURCE
NN
TE
R R2 0
19
EF
NN
TE
RR
.O.ORG
RG
I DENTIT
THEFTR R
ESOUR CECE
CE
TE
20
19 | | IDTH
IDTH
E TCE
F TCE
TE

COALITION BUILDING

DATA BREACHES EXPOSED 1.68 BILLION NON-SENSITIVE
RECORDS IN ADDITION TO THE 446,515,334REC
The following steps are written with the assumption that the coalition is being built by a lead
agency or lead agencies who are already formally established and operating under a corporate,
government or nonprofit structure. Before starting a coalition, the basic framework for the
coalition and document the process need to be created. To determine the framework, start by
answering the following questions:
WHAT ARE THE SPECIFIC NEEDS OF IDENTITY THEFT VICTIMS IN THE SERVICE AREA?
» To identify the needs of identity theft victims within the organization’s service area,

it

is a good idea to conduct a SWOT Analysis to determine the strengths, weaknesses,
opportunities and threats that will impact the coalition.
•

Community Tool Box offers a great in depth explanation about what a SWOT analysis
is and how to perform one.

» A gap analysis and/or needs assessment may be helpful in solidifying the goals for the
coalition and ensuring the needs of the community are being met. While members may
be able to identify some gaps, a formal, structured gap analysis and/or needs
assessment should be considered.
•

The Massachusetts Elder Identity Theft Coalition drafted a short survey that can be
used as a template to assess member needs.

•

ITRC created an initial assessment for the lead agencies to identify the desired
focus and areas of interest for their coalition, providing initial feedback on what the
coalition activities should focus on and in what order, as well as identifying potential
areas of engagement. This can be used as a template to conduct
assessments with coalition members.
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WHAT IS THE STRATEGIC PLAN?
»

Strategic planning is where the overall goals of coalition are established and what the
direction is to achieve those goals. Once you goals are established, a timeline should be
developed to formalize the plan to meet these goals. The timeline should clearly
identify the activities and deliverables to achieve goals, and the anticipated time frame,
with progress benchmarks, to complete each activity/deliverable stated.

»

As goals should be measurable, assessments and/or evaluations of coalition effort while
help to determine whether goals are being met. Organizations that are sustainable
typically achieve most of their goals.
•

NITVAN Coalitions CSN and MAAG developed documents with their goals and
timelines.

WHAT IS THE COALITION’S MISSION AND VISION? HOW DO THESE GUIDE SERVING
VICTIMS OF IDENTITY THEFT?
»

The mission and vision statements serve as a roadmap for the coalition. The mission
statement should communicate the reason for creating the coalition and the plan to
serve stakeholders. The vision statement should convey the aspirations of the coalition
and what it’s seeking to accomplish in creating the coalition.
•

OVC has developed a tool to help with what they have identified as guiding
statements to help with developing mission and vision statements.

•
WHO WILL THE LEAD AGENCY/AGENCIES BE?
»

Although coalitions are by nature collaborative, it is helpful to identify a lead agency
that will operate as the main organizer and point of contact. It is essential that the lead
agency has the capacity and resources needed to effectively support the development
and operation of a coalition.
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WHAT IS THE RECRUITMENT STRATEGY?
»

Strategic membership recruitment is vital to the success of a coalition. Consider the
important stakeholders in the identity theft space in the service area. Once an invitation
list has been finalized, put together a formal invitation to send to potential members
that includes basic information about the lead organization and the coalition, coalition
goals, expectations for member participation, why the invitee is a good fit, and
instructions for next steps if the recipient is interested.

»

The following examples were developed under the NITVAN program:
•

MAAG: Membership outreach, email template

•

MITCIRN: Membership Invite

•

NCSS: Coalition Invitation Letter Draft

WHAT ARE THE ROLES AND RESPONSIBILITIES OF THE COALITION MEMBERS?
»

It is common for coalitions to have a chair, a vice chair and a treasurer/secretary (this
last role may be split between two different people). Sometimes coalitions also establish
official positions within working groups, such as the working group chair and vice chair.
It is important to clearly identify the roles and responsibilities of all official positions.

»

The backbone of the coalition are the relationships built with its members and key
partners. Having a strong working relationship with all relevant community sectors is
key to ensuring all stakeholders are engaged in the coalition’s work. When working with
victims of identity theft, collaborations between victim service providers, law
enforcement and other professionals working with crime victims are vital in taking a
holistic approach to assisting victims.
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ENGAGEMENT AND TRAINING

DATA BREACHES EXPOSED 1.68 BILLION NON-SENSITIVE
RECORDS IN ADDITION TO THE 446,515,334REC
Successful coalition member engagement will ensure the momentum of the coalition continues
forward in a positive and meaningful way. Training, for both coalition members and the
communities the coalition is serving, is key to a successful coalition and allows a coalition to
provide direct, positive impact.

MEMBER ENGAGEMENT

HOST MEANINGFUL MEETINGS
One of the most important tasks of a coalition leader is to ensure that meetings are organized,
strategic, inclusive and efficient. Start with finding a meeting venue that is central to all participants
and ensure it has the proper capacity and room configuration and that it meets any technological
needs that may be necessary, including providing a teleconference option for those who cannot
attend in person. Meeting in person will allow for greater collaboration.
Think about the goals you have for each meeting and construct the agenda around those goals.
The first coalition meeting should include introductions of attendees, the organizations that
are involved, and a reiteration of why the coalition is formed and the goals for the coalition.
Distribute a copy of the agenda to attendees at least one day prior to the meeting, giving them
time to review and prepare.
Meeting roles should be determined prior to the day of the meeting. One person should be the
primary facilitator; they will make sure discussion is on-topic and all agenda items are covered.
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Another person, preferably someone not directly involved with coalition efforts, should take
meeting minutes so all members can actively participate. Distribute notes to all attendees after
the meeting. After all agenda items have been discussed, the facilitator should reiterate all action
items, who will be completing them, and in what timeframe. Consider setting a date and time for
the next meeting while you have participants in the same room.
The following agendas were created under NITVAN and can be used to generate ideas for your
coalition:
MAAG: Coalition Launch Meeting Agenda and Activities
MITCIRN: Coalition Partner 1st Meeting Agenda
ELM: Training & Coalition Introduction PPT
CSN: Stakeholder Meeting Slides

FORM COMMITTEES
Forming committees can be an effective way to tackle challenging issues or projects and engage
coalition members with specific subject matter knowledge. Committees can also provide a
logical way to divide a larger group into more manageable groups as it is easier for a small
group of people to complete action items. Assign committee chairs who will be responsible for
delegating tasks and reporting progress to the greater coalition. The MITCIRN coalition established
a Victim Services Committee, as well as a Community Outreach Committee and developed a
guide for its committee chairs.

MEMBER TRAINING
Provide Training &Technical Assistance (TTA)
Building the capacity of the coalition members should be done through a Training & Technical
Assistance (TTA) program within the framework. This can include requests such as training
regarding content knowledge (identity theft, financial exploitation, considerations for
special populations, etc.); developing presentations and other outreach materials;
or developing an intake process for identifying and assisting victims.
P G 9 OF 1 8
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Having an open channel of communication with the coalition members to request assistance
and support is imperative to building capacity to serve the community and close the gaps in
services available to victims.
Create a TTA form for coalition members that is submitted to a TTA Committee, coalition leader
or other designated individual. The form can be a simple document to be mailed or emailed,
a web submission or any other format that will facilitate the processing of the request. When
collecting requests, make sure to capture: Coalition member name, date request made, date
TTA should be completed, TTA request details, the number of recipients needing the training/
assistance. Create a tracking system for member requests received and completed. This keeps
track of how members are utilizing coalition resources and gives members the opportunity to
identify any potential patterns/gaps in services within the service region.
Identify the needs of coalition members and who within the coalition, or potentially outside of it,
can fulfill them. Use the coalition’s network to identify experts in the service area and determine
what resources may need to provide (money, recognition, etc.) in order to secure a trainer. There
may be multiple experts in one area or a need to invite new coalition members to fill a necessary
gap in services that the coalition cannot provide.
After the TTA has been completed, ask for feedback from the TTA provider as well as from the
coalition member that received the assistance. Create a standardized feedback form for the TTA
provider, as well as the coalition member. This allows feedback from both perspectives, trainer
and trainee, and gives the coalition the opportunity to identify the strengths and weaknesses of
its TTA program so modifications can be made as needed to ensure needs are being met. ITRC
created two reports that can be used or modified for TTA program:
TTA Provider Report Template
Coalition Member TTA Feedback Form
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Identity Theft Training Curriculum/Resources
There are a multitude of resources specific to identity theft that are readily available, including
PowerPoint presentations, fact sheets, handouts, flyers, and pre- and post-training assessments.
The curriculum and resources that are developed should be specific to the coalition’s assessed
needs. Luckily, here is no need to reinvent the wheel – presentations and materials created by
various NITVAN- funded identity theft coalitions have been included here and can be used as
templates or resources.

GENERAL IDENTITY THEFT PRESENTATIONS & MATERIALS
MAAG: ID Theft & Scams Prevention Victim Outreach PPT
Identity theft, scams and data breaches with information on what to do if an individual’s identity
was stolen and how to avoid victimization.
MITCIRN: Identity Theft Advocacy 101
Understanding the victim impact and resources that are available to address identity theft.
IOVA: The Future of ID Theft
The history of identity theft, laws related to identity theft and what identity theft may look like
in the future.
CSN: 5 Steps to Securing Your Online Life
Identifying important devices, data and accounts, protecting what a consumer does online,
detecting when something goes wrong, responding to fix the issue and recovering from a loss.
IOVA: ID Theft Victim Handout
Two-page handout with action steps for those who have fallen victim to identity theft, and a list
of both local and federal referrals.
MITCIRN: LEA Post It Hand Outs
A post-it card created by MITCIRN for patrol officers. This provides a quick and concise resource
to law enforcement when out in the field to aid victims in their next steps in mitigating the
identity crimes perpetrated against them.
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IDENTITY THEFT RESOURCES FOR SPECIAL POPULATIONS
ELDERLY/SENIOR CITIZENS
MAAG: Elder Scams &ID Theft PPT
Presentation on common scams targeting older adults and how to avoid them.
MAAG: Advocate ID Theft Training for Elder Victims PPT
Presentation on the advocate’s role in assisting older adults with prevention and recovery
and how to educate older adults about protecting their identity, and signs that may indicate
identity theft.
IOVA: Collaborative Responses to Elder Financial Exploitation
Presentation on forms of elder financial exploitation, why older victims are targeted, considerations
when advocating for older adults, community collaborative responses and holistic case
management through multidisciplinary teams.
DOMESTIC VIOLENCE
TRLA: Coerced Debt Toolkit
This toolkit provides information and resources to address identity theft for survivors of financial
abuse, within the context of intimate partner violence/domestic violence.
CHILDREN
IOVA: ID Theft & Children
Presentation on identity theft that victimizes children, with information on warning signs, repairing
the damage and limiting the risk.

P G 12 O F 1 8

© I DENTIT Y THEFT R ESOUR CE CE N TE R 2 0 19 | IDTH E F TCE N TE R .ORG

BUSINESS
NCSS: Business ID Theft
Business identity theft in the U.S., including types of business identity theft, identity management
challenges, resources, gaps/vulnerabilities and recommendations.
NCSS: Business Identity Theft Victim Resource Sheet
Provides a list of action steps to take when the victim experiences financial fraud or tax fraud and
available resources to mitigate the situation.
GROUP TRAINING: PRE/POST ASSESSMENTS
Pre and post-training assessments are an important tool to use in gauging the effectiveness of
any group training/assistance provided to the coalition members and can help to identify further
training interests of the training participants.
MAAG: Advocate Training Post Survey Template

OUTREACH/COMMUNICATION
Media can be a powerful tool to engage the community, highlight the coalition’s impact within
its service area, and garner recognition for its efforts.
MEDIA RELATIONS
Use existing media contacts – or cultivate new ones – to help spread awareness about the
coalition.
Press releases are an effective way to engage with media contacts and news organizations. Press
releases, such as those listed below, allow the coalition to share information about coalition-led
activities:
•

NCSS: Coalition Formation Announcement

•

MITCIRN: Coalition Formation Announcement

•

NCSS: Information on Buisness ID Theft and Research Report Release
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ADVERTISING COALITION EVENTS
Begin marketing coalition events with emails, social media postings, mailings and/or flyers no
later than one month prior to the event. Reach out to potential event sponsors to gauge interest
before planning the event – sponsors not only help with materials for an event, they can help
drive traffic to the event. NITVAN coalition MITCIRN created flyers to advertise their half-day
training for law enforcement and disseminated them via a listserv:
•

Law Enforcement ID Theft Training Flyer

•

Identity Theft Investigation Training Event Outreach
WEBSITES

If the lead agency for the coalition has an established website, it can be easy to add additional
webpages to house available resources for and information about the coalition. Start with a
landing page, especially during the development stages of a coalition, so viewers know there is
more to come. As the coalition evolves and increases bandwidth, discuss with partners and
members the viability of developing a separate website for the coalition.
•

MITCIRN created a landing page on the lead agency’s website with resources for both
victims and service providers. The webpage also contains general information on the
coalition, contact information and upcoming events.

•

Iowa Identity Theft Victim Assistance also created a landing page on the lead agency’s
website. The webpage includes contact information for the coalition, with links to
member resources,consumer information and identity theft in the news.

•

Cybercrime Support Network chose to create a website as the lead agency did not
have a website. This can be a template for creating a coalition webpage. A key feature
of the homepage is that the mission and values of this coalition are prominently
displayed. The goals this coalition are working to accomplish, the “solution” it is
working towards is also front and center on the website. This informs visitors to the
site exactly what the coalition’s purpose is and highlights exactly what the coalition is
doing to fulfill its mission.
SOCIAL MEDIA
Social media can be a powerful tool to reach and engage the public. In
order to utilize social media effectively, identify target audience
(victims, service providers and advocates, etc.) and ensure
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Developing a social media plan will allow for mapping out the content that should be created,
allowing coordination of content and materials in advance with stakeholders and coalition
members and their social media pages. Analyze the impact of the message by gauging the reach
of posts and effectiveness of messaging. ITRC developed templates that can be used to develop
a social media plan and to analyze the reach and impact of social media accounts:
•

Template Social Media Plan

•

Social Media Analytics Template

Facebook is a common social media platform and was utilized by NITVAN coalitions IOVA
and NCSS.

NEWSLETTERS
Newsletters allow information to be disseminated on past and upcoming coalition activities,
available services and training events on a consistent basis to the coalition members and the
communities it serves.
MITCIRN created Coalition Member E-Newsletters and used the following structure for their
newsletters:
1. Introduction Message: A personalized message written from the coalition coordinator
to the network participants highlighting recent events with a personal touch.
2. Identity Theft in the News: Relevant local and national media shared with bite sized
summaries that coalition members could adapt for their own external communications.
3. Upcoming Events: This can include coalition hosted events and local events facilitated
by other organizations that provide an opportunity for learning and capacity building.
4. Committees: Provides updates on meetings, activities of each committee, etc.
5. Coalition Updates: Provides information on training logistics, internal coalition
meetings/activities, etc. IOVA created a newletters specific to types of identity theft,
including a Child ID Theft newsletter and Synthetic ID Theft newsletter.
IOVA created a newletters specific to types of identity theft, including a Child
ID Theft newsletter and Synthetic ID Theft newsletter.
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SUSTAINABILITY
All organizations, whether it be a for-profit, non-profit or coalition, must consider sustainability
in order to continue its mission and efforts far into the future. This section highlights key activities
in which the coalition can engage to set realistic expectations of continuing the its work and
creating long-term impact with stakeholders and the community being served.
EVALUATION
In order to create a sustainability plan, coalitions must conduct a self-assessment and/or program
evaluation so as to know what went well and what didn’t that way future campaigns or initiatives
can pivot as needed.
The coalition staff of MITCIRN partnered with a local consultant to conduct sustainability planning
and was kind enough to share some of their efforts as an example; they strongly recommend all
coalitions who wish to engage in serious sustainability discussions hire a consultant to help with
facilitation:
•

MITCIRN Sustainability Plan Proposal

•

Sustainabiliy Planning Staff Workshop

•

Stakeholder Interview Questions

ONGOING PARTICIPATION
Coalitions who have well-attended, regularly scheduled meetings, communications and events
tend to have greater success sustaining its efforts. Many times the hardest part of coalition efforts
is getting particpants to commit – once the commitment has been made, keeping the momentum
is easier. Ensure that events are on everyone’s calendar and attendance has been confirmed.
Communication regarding coalition efforts should be sent regularly. If coalition members miss
a meeting or event, make a point to schedule a follow up call or email to inform them about
what happened and what they can exect for upcoming commitments. The
more it is ingrained within the coalition’s membership and its activities into
the regular fabric of its stakeholders and community, the greater chance for
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success as people will seek to work around scheduling conflicts rather than having to work
events around other’s calendars.
SUSTAINABLE FUNDING
Susatainable funding can elude even the most successful coalition. The structure
of the coalition will determine some the funding needs – is the coalition its own
legal entity or a group of individuals working in collaboration with support of
their

organizations?

Funding

a

separate

entity

presents

larger

challenges

than

a

collaborative effort. The other question to ask is whether or not funding is truly needed for
coalition efforts. Can donations of time, talent, services, etc. suffice to move coalition
efforts forward?
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idtheftcenter.org • 1-888-400-5530
3625 Ruffin Road #204
San Diego, CA 92123

The Identity Theft Resource Center will not provide permission nor will we condone the
use of our materials to endorse or sell a product or service, generate leads or revenue
for another organization or any other use deemed outside of our mission or core values.
Any use of our materials without permission is expressly forbidden.

